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Secure electronic content management system 

rat. bD /4bOi:^ - i-iied bsp 14, "s9b?b ■ iniernationai business iviacnsnes Corporation 
-continued Part Exists Digest Result Name Encrypt Alg Key ID/Enc Key ... H. 
License Secure Container 660 Format The following table shows the parts that are ... 

System for permitting off-line playback of digital content, and for managing ... 
US Pat. 6915425 ■■ Filed Dec V3, 2000 •■ Aiaddsn Knowledge Systems, Ltd, 
License generator 418 generates the After retrieving the session keys, DRM core 
314 passes the 30 license which includes the terms of the license. Also key ... 
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Ciient-server computer network management architecture 

US Pat. 6664S78 - Fiied Nov V7, 1S97 - Fujitsu Limited 

If the 39, for reference numerals that end with the letter A, the last 4Q license 

key for advanced managed element server is found, two digits of a ... 



Platform independent computer network manacier 
US Pat. 6788315 ~ Hied Nov 17. 1997 - Fujitsu Limited 

If the license key for advanced managed element server is found, an unrestricted 
... to send keep alive message to the license manager every 10 minutes. ... 

Management of a concurrent use license in a logically-partitioned computer 
US PaL 6959291 ~ Filed May 19, 1999 - International Business Machines Corporation 
When the computer program is installed on the customer's computer, the software 
key is provided to the license manager on the computer, and the license ... 

Method and system for simple network management protocol status tracking 
US Pat. 6658585 • Fiied May 9, 2000 

In the disclosed embodiment, a public key-private key system is used ... If no 
valid license exists 65 for device 630, then operations center 12 will not ... 



Secure electronic content distribution on CDS and DVDs 

US Pat. 6611812 ■ Filed Aug 17, 1999 ■ International Business Machines Corporation 

The public key identifier is an identifier of the key that was used to ... 

The revocation list may be included as one of the parts in a License SC(s) 660 ... 



Updating usage conditions in lieu of download digital rights management 
US Pat. 7110984 - Filed Nov 13, 2000 - International Business Machines Corporation 
There is no Key Description part included in the Content SC(s) 630 since the keys 
required to decrypt the encrypted parts are in the License SC(s) 660 that ... 
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License-based cryptographic techniqiie, particularly suited for use in a ... 
US Pat. 6888706 - FHed May 20, 1989 - Microsoft Corporation 
This enforcer contains encrypted store (ES) 610, license verifier 620, decrypter 
630, l^ey manager 640, unencrypted buffer 650 and watermark detector ,„ 

Secure online music distribution system 

US Pat. 6868403 ~ Filed Mar 9, 2000 ~ Microsoft Corporation 

Additional security for the private key of the content manager 112 may be ... 

that may be collected includes a driver's license number, and the like. ... 

Method and system for uniform resource locator status tracking 
US Pat, 6636983 ~ Filed May 9, 2000 

In the disclosed embodiment, a public key-private key system is used wherein ... 
If no valid license exists for device 630, then operations center 12 ... 

Enforcement architecture and method for digital rights management system for 
US Pat. 7203366 - Filed Jun 27, 2001 ■• Microsoft Corporation 
These methods are employed to enable a license 16 for use in decrypting content. 
60 Boolean Validate (BSTR key) This method is used to validate a license 16 ... 

Passive and active software objects containing bore resistant v\^atermarkinq 
US Pat. 6801999 - Filed May 20, 1999 ~ Microsoft Corporation 
This enforcer contains encrypted store (ES) 610, license verifier 620, decrypter 
630, key manager 640, unencrypted buffer 650 and watermark detector ... 

Multi-tier digitai TV programming for content distribution 

US Pat. 6834110 - Filed Dec 10, 1999 - international Business Machines Corporation 
YL part name [digest] Specifies the Template part for the License SC(s) 660. ... 
The digital signature is specified as follows: S key identifier signature ... 

Method and apparatus for an informatio n server 

... version of the software or to automatically purchase a license extension via 
a Licensor component. ... is a key component of the Interconnect Backbone. ... 

Method for determining internet users geographic region 
US Pat. 6859791 ■■ Filed Nov 13^ 2000 •• international Business Machines Corporation 
YL part name [digest] Specifies the Template part for the License SC(s) 660. ... 
The digital signature is specified as follows: S key identifier signature ... 

Pre-licensing of rights management protected content 

US Pat. 7210165 - Filed Oct 29, 2003 - Microsoft Corporation 

This request 201 Once the RMS server 215 verifies the authenticity of the may 

include such things as a rights expression, a content key publishing license ... 

Super-distribution of protected digital content 

US Pat. 6983371 ~ Filed Nov 13. 2000 ~ International Business Machines Corooration 
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The digital signature is specified as follows: S key identifier signature .... 
The revocation list may be included as one of the parts in a License SC(s) ... 

Digital content preparation system 

US PaL 6959288 •■ Filed Feb 1 ; 1S99 international Business Machines Corporation 
YL part name [digest] Specifies the Template part for the License SC(s) 660. ... 
The digital signature is specified as follows: S key identifier signature ... 

Method and apparatus for managing data exchange among systems in a network 

US Pat. 6643652 ~ Fiied Jan 12, 2001 - Saba Software, Inc. 

T, TT'^ r. Key to the design of the Interconnect is the notion of ... 

Persistent Message {Manager. The Delivery Service writes recipient s ... 

Transparent digital rights management for extendible content viewers 
US Pat. 7171558 ~ Piled Sep 22, 2000 ~ International Business Machines Corporation 
This authorization (sometimes referred to as the license to use the content) is 
personalized for a specific client machine by 50 using the public key of ... 

Data management system 

US Pat. 6744894 - Failed Oct 2, 1988 - Mitsubishi Corporation 

35 [Embodiment 3] In case of distributed object system represented by license 

network system, the use of network computer to perform only input/output of ... 

License transmitting and distributing system under offline environment and ... 
US Pat, 7181 155 - Filed Apr 23, 2002 - Fujitsu Limited 
6, an offline license is composed of the following parts that are prescribed as 
follows. Part 1 : Session key encrypted by individual public key of LA of ... 

Rights management inter-entitv message policies and enforcement 

US Pat. 71 81 761 ■ Filed Mar 26, 2004 ■ Micosoft Corporation 

When sent in the use license 240, 325 and the rights that are needed, eg, access 

for anti-virus themessage key 235 should ... 

Domain-based management of distribution of digital content from multiple ... 
US Pat. 7289033 - Filed Jun 19, 2003 - Openwave Systems Inc. 
Each rating handler is called by the payment manager 63 with a reference to the 
corresponding product license and a reference to ... 

System and method for providing secure sharing of electronic data 
US Pat. 6868160 - Filed Nov 8, 1999 - BeliSouth Intellectual Property Corporation 
Poor quality of service private key pair is algorithmically generated in a key 
gen- by a ... bank account numbers and driver>s license sages securely, ... 

Digital content distribution using web broadcasting services 
US Pat. 7213005 - Filed Jan 20, 2000 - International Business Machines Corporation 
C. Key Description Part The Key Description part is created by the packer to ... 
Each record in the Key 65 Description part is on a single line with a new ... 
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Method and apparatus for a business applications server 

US Pat. 7089583 ■ Fllsd Jan 12, 2001 - Saba Software, inc. 

... of the software or to automatically purchase a license 60 extension via a 

Licensor component. ... is a key component of the Interconnect Backbone. ... 

System and method for distribution of software iicenses in a networked ... 

1 108), for example, the license administrator GUI, communicates with the ... 
with the new license from the management application; and generate a new key ... 

System and method for especially graphically monitoring and/or remote ... 
US Pat. 6803854 - riled Nov 20, 2001 - Siemens Aktiengeselischaft 
... directly after this by double-clicking or pushing a key. ... for him to find 
an official vehicle license number and to select this than a controller ID. ... 

Information processinQ device, method, and program 

US Pat. 7325139 - riled Aor 10. 2003 - Sony Corporation 

The signature 608 is a digital signature created by, for example, a key management 
center (license server 4), a content provider (content server 3), ... 

Secure media path methods, systems, and architectures 

US Pat. 7296154 ■■ Filed Jun 24, 2002 - Microsoft Corporation 

The license typically circumscribes the content's use by describing such things 

as who ... A key manager 424 is also provided and can be authenticated by ... 

Method and system for deiiverinq encrypted content with associated — 
US Pat. 7188085 - FHed Jul 20. 200": - international Business i^;^achines Corporation 
0. Key Description Part 60 The Key Description part is created by the packer to 
... The 65 Key Description part is a text file that contains records of ... 

Device capability based discovery, packaging and provisioning of content for ... 
US Pat. 7233790 ~ Filed Jun 19, 2003 - Openwave Systems, Inc. 
30 The pricing manager 53 allows administrators to add, modify and delete license 
for products in the store. The pricing manager 53 also includes and ... 

Transaction payment system 

In addition, the invention provides The medium handler accepts, ... or other 
sources, account manager for transferring a royalty amount from the 60 FIG. ... 

System for safe collection of payment including electronic payment receipt ... 
US Pat. 6609114 ■ Filed Oct 22, 1897 - M-Systerii Flash Disk Pioneers Ltd. 
4 is embedded in silicon as externally immutable protocol in public-key ... 
Preferably, the cash flow manager 100 also sends instructions regarding how to ... 

License-based cryptographic technique particularly suited for use in a ... 
This license, which is signed by the publisher, specifies, ... This key, as 
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previously noted, is a symmetric encryption key, ie, the same key ... 

Apparatus and method to support management of uniform resource locators and 



A key characteristic of the invention is the DNS implementation that uses standard 
... ie sites that could license/agree with us the hosting of a replica ... 

USB storaqe device and proqram 



The specific ID may be used as a license key the controller 21 and the MPU 73 
are separately configured to prevent unauthorized starting of a content by ... 

System and method for computer system dupiication 

US F"at. 6633977 - Filed Mar 31 , 2000 - Iniernatlonai Business Machines Corporation 
Next, ADSM (IBM's ADSTAR Distributed Storage Manager) is checked for any ... 
After the monitor timeout has been 65 disabled (step 1080), the license file ... 

Systems and methods tor providing secure server key operations 

US Pat. 7174021 - Filed Jun 28, 2002 - -Viicrosoft Corporation 

On being invoked to produce a license 1 31 8 for the 50 content, the content key 

is re-encrypted to the supplied user persona key to tie the content to the ... 

System and method for coliecting and restoring user environment data using 
US Pat. 6S44790 - Filed Apr 5. 2001 - International Business Machines Corporation 
Next, ADSM (IBM's ADSTAR Distributed Storage Manager) is checked for any ... 
After the monitor timeout has been disabled (step 880), the license file data ... 

Apparatus and methods for intellectual property database navigation 

US Pat. 7092953 - Filed Dec 28, 2001 - Rightlsline, inc. 

Certificates, digital signatures, public/private key infrastructure (PKI) and 

... The license agreement, rejection, or counteroffer is messaged to the buyer ... 

Online value bearing item printing 

US Pat. 7149726 - Filed Jun 1 , 2000 - Stamps,com 

25 CMLS Service forwards license applications and it processes responses from CMLS. 
... 50 The module returns a package and the meter's public key, ... 

System and method for an application provider framework 

US PaL 6904449 •■ Fsisd Jan 14, 20Q0 ■ Aocenturs LLP 

... must have a foreign key identifying the customer's organizational entity. ... 

a separate license of the country or region specific release software. ... 

System and method for the management of distributed personalized information 

US PaL 7209922 - Filed Dec 9, 2005 

... and acknowledge a disclaimer similar to an end user license agreement. ... 
or programmatically invocable service or a shortcut-key service, eg ALT-K; ... 

Method and system for device status tracking 
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In the disclosed embodiment, payload portion 642 is encrypted 30 using a public 
key-private key encryption algorithm. Specifically, a public key associated ... 

Method and system for securing local database file of iocai content stored ... 

US Pat. 7223437 •• Filed Jiin 19, 2001 ■■ International Business Macriines Corooration 
Many times users circumvent this limited time license by re-download the identical 
electronic content. So for example, a given song is licensed on a ... 
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License-faased cryptographic technique, particulariy suited for use in a ..■ 

US Pal 6893706 ■ Fiied f^/lay 20, 1999 ■ iViiCiOJioit Corporalion 

When such a 59 key expires, an internal key manager process executing in the enforcer 

... A license can also have associated issue and expiration times, ... 



System and meihod for selecting a server in a multiple server lii 
US Par, 6642896 - Filed AijQ 25, 2000 - Rainljow'l'echnoiosies, inc. 
This may be accomplished with a general poll to all license servers 14 in the 
... the identity information received for each license server 1 4 as a key to a ... 
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Eniofcemeni archileciure and melhod lor digital rights management system for ... 
US Pal 7203966 - Filed Jun 27, 2001 - Microsofi Corporation 
These methods are employed to enable a license 16 for use in decrypting content. 
60 Boolean Validate (BSTR key) This method is used to validate a license 16 ... 

Management of a concurrent use license in a ioqically-partitioned computer 
US Pat. 6959291 - Fifed May 19, 1999 > internaiionai B'S\m% Machiries Corporation 
When the computer program is installed on the customer's computer, the software 
key is provided to the license manager on the computer, and the license ... 



License-based cryptographic technique particularly suited for use in a ■.. 
US Pai. 7222232 - Fited Oct 20. 2004 - MicrosoU CoiTJoralion 
The client 0/S accesses a 5 license database to detemiine whether a signed ... 
When such a key expires, an intemal key manager process executing in the ... 

License transmillinq and distributing system under Gltline environment and ... 
US Pal, 7191155 - Fiied Apr 23, 2002 ^ FiijitSL! Uwki 
6, an offline license is composed of the following parts that are prescribed as 
follows. Part 1 : Session key encrypted by individual public key of LA of ... 
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